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Thinking like a Hacker to Protect Your Network 
Introduction 
Data and network security have been significant aspects in the realm of information technology. Cyberattacks are an inexorably common and a troubling threat. To mitigate the risk, organizations need to comprehend both the hackers’ mindset and their tactics. As highlighted by Johansson and Riley (2005), thinking like hackers and cybercriminals is exceptionally expedient in recognizing IT vulnerabilities. Computer networks being a repository for valuable information remain attractive targets for hackers. These attackers exploit various strategies and tools that enable them to infiltrate the networks. Hence, an intensive comprehension of these tools and methodologies becomes imperative to effectively secure the networks (Khera, 2017).
According to Khera (2017), hackers are driven by different motivations such as monetary benefits and political inspirations. However, a typical characteristic among the cybercriminals is the extreme fulfillment that accompanies the breach of network securities without being taken noticed. To better beat the hackers in their own game, IT security specialists learn the similarities among their methodologies. The aim is to know traits that characterize a sophisticated and competent hacker in order to anticipate network security breaches. In this regard, organizations then formulate methodologies to counter attack and reduce the cybersecurity threats. 
Technologies to Enhance Network Security
1) The White Hat Hacker Approach
Cyber security threats are essential concerns to most organizations nowadays, with cyberattack-related costs assessed to be approximately $2 trillion worldwide in 2017 (Caldwell, 2011). It’s an issue that requires innovative defense mechanisms that smart criminals are learning to compromise with each evolution stage. Having a hacker’s mindset is proving to be one of the most valuable angles in moving towards network security and ethical hacking is amid the best approach to mitigate the threat.
According to Caldwell (2011), white hat hacking encompasses the ethical hacking of computer networks without malicious intensions. The process involves examining the security of the networks after authorization from the firm’s management as a proactive measure to combat hacking (Pike, 2013). As contended by Caldwell (2011), ethical hackers utilize penetration testing techniques to test the network security of an organization. The overall objective is to identify the vulnerabilities and use the results to reinforce a firm’s network security by remediating the vulnerabilities thus minimizing cyberattack threats. 

2) Diagramming Computer Networks
Diagramming is another way to protect computer network. This can be done by using tools such as Microsoft Visio or word (Khera, 2017). After diagramming your network, it becomes very easy to identify all the machines connected to your network including workstations, servers, routers and switches. This is very useful as administrators and technicians can track down problems within the target network by simply comprehending how different devices are interconnected.

3) Implement Firewall Filtering
Hackers seeking entry into a network infrastructure will most likely use the internet to access information about the target organization from the various platforms search as social media, google searches and job boards. Hence, the utilization of static IP addresses in the internet can be a great network security vulnerability. Therefore, it is essential to implement firewall filtering which is able to close and open ports to avoid hackers’ exploitations to conduct malicious activities (Oriyano, 2013). 
[bookmark: _GoBack]Oriyano (2013), defines a firewall as a framework that utilizes a set of user-defined rules to filter all incoming and outgoing network traffic in an aim to enhance network security. Firewall filtering plays the vital role of decreasing or eliminating occurrences of undesirable network communications while enabling all authentic correspondence to stream openly. In most server frameworks, firewalls give a basic layer of security that when combined with other measures, keep hackers from getting to your servers in malignant ways.














4) Analyze Your System Log Files and Install an Intrusion Detection Program
Conversely, to track hacker’s activity, you can analyze your system log files. Finally, you can install an intrusion detection program to protect your network. This program helps in detecting any intrusion within your network by sending notification. 








Conclusion
Overall, there are various things that you can do to protect your network and make hackers task more challenging.  Therefore, by thinking like a hacker and comprehending their motives in addition to tactics, methods and practices, you will be able to strengthen your overall security position. This will also help in identifying and eliminating vulnerabilities before any network damage occurs. Additionally, you must know your network inside and out. 
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